How to Play It Safe With Software Licenses (and avoid hefty fines!)
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The come-on is enticing: "Report Software Piracy Now, Up to $1 million Reward!" After clicking the button, an informant can fill out a confidential online report ratting out an employer or competitor, without fear of exposure.

Though $1 million payouts are reserved for blockbuster cases, the Business Software Association (BSA) claims that a typical informant nets around $5000--not a bad payday.

If you're on the receiving end of the BSA's antipiracy campaign, however, the experience can be painful. The organization took in $13 million in piracy settlements last year, of which nearly 90 percent came from small businesses. And they perform this service the world over, even in smaller towns and backwoods hamlets.

In one instance, the BSA sent a letter demanding $67,000 from an architectural design firm that employed 10 people; the firm agreed to pay $40,000 rather than fight the association in court. Burt's Bees, a natural-products company, had to pony up $110,000 to settle out of court.

Their crime? Having too few licenses to cover all of the Microsoft, Adobe, and Apple software on their systems--an offense for which the maximum penalty under law is $150,000 per pirated copy.

Intent is irrelevant. Most small businesses in this situation got there through simple neglect. Even if employees install illicit software without the business's consent, the business is responsible for everything on the PCs it owns. Here are some software-license management tips for avoiding unwanted visits from the BSA and the Software & Information Industry Association (SIIA), and for digging your business out of any copyright holes it may already have fallen in.

Get Out of Trouble

Perform a software audit: The first thing you need to do is figure out where you stand. Jenny Blank, senior director of legal services for the BSA, recommends inventorying all applications installed on company computers, including laptops in the field. Be sure to itemize version numbers and serial numbers. Compare this list to your purchase receipts to determine where any shortfalls lie.

Get legal without going broke: If the gap between software copies that your business is entitled to use and unauthorized software copies isn't too wide, you can get up to date simply by purchasing the additional licenses you need and removing any duplicate or illicit copies from the workplace. If the gap exceeds your budget, reconsider who in your company needs any version of the software, and who needs the latest versions. You can save a lot of money by skipping a version or two, and by upgrading only when a new feature or hardware change clearly requires it.

Consider alternative software: Another possibility is to work with open-source software like OpenOffice, which can convert documents to and from Microsoft Office formats. Also, many software vendors offer volume discounts and site licenses, as well as perks such as special support lines that aren't available to retail buyers.

Stay Out of Trouble

After cleaning up your act, you need to stay legal. Many small businesses lack the dedicated IT staff and centralized monitoring that larger companies enjoy, but they can keep on top of software licenses by taking four key steps.

Install software monitoring tools: Even non-IT people can use Spiceworks to monitor a network for new software installs. This free program creates lists of all PCs and software on your network, and tracks licenses, warranties, and serial numbers. You can manually add laptops and other remote assets, and determine whether systems need patches. Apps like Tivoli, Unicenter, and Total Network Inventory work similarly, but they aren't free.

Post an employee software policy: To discourage employees from installing illegal software, post a policy that explicitly prohibits installing non-management approved software and spells out how to request and acquire legal software. The BSA displays a sample policy and a number of other helpful resources on its site.

Don't buy software from questionable sources: Carefully review eBay and other online sellers to make sure you buy from authorized dealers. The software may have been registered previously; it may be a non-U.S. or non-retail version, an academic version, or an outright fake.

Keep bulletproof records: Be prepared to prove your software's legality. If the BSA challenges you, you'll need sales receipts, with dates and serial numbers.

Balance the Playing Field

If the BSA comes after you despite your best efforts, hire a lawyer who has dealt with the group and understands its tactics. When the BSA suspects a company of software piracy, it may ask the business to perform an internal audit and inform the BSA of the results--but this is tantamount to self-conviction. An experienced lawyer can help you respond without abandoning your legal rights, and, if need be, can negotiate a settlement on better terms than the BSA might offer otherwise. Scott & Scott, a Dallas law firm that specializes in this area of copyright and intellectual property law, has some excellent information and advice on the subject at its Website.
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